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BURDENED BY BIPA: BALANCING CONSUMER PROTECTION 
AND THE ECONOMIC CONCERNS OF BUSINESSES 

EMMA GRAHAM* 

In the last decade or so, several states have enacted legislation to pro-
tect biometric information in the wake of the rise in its usage. In 2008, in 
response to the growing use of this technology and the bankruptcy of a 
leading fingerprint scan company, Illinois passed the Biometric Infor-
mation Privacy Act (“BIPA”). BIPA is the leading example of state bio-
metric privacy legislation and the most robust. The law imposes require-
ments and restrictions—such as obtaining written informed consent before 
the collection of biometric data—on entities that collect biometric identifi-
ers. BIPA is unique and has gained notoriety for its private right of action, 
which allows Illinois citizens to sue for violations of the statute as opposed 
to a state governmental entity like the Attorney General. 

BIPA litigation remained dormant for several years following the stat-
ute’s enactment. In 2015, the first BIPA class actions were filed in Illinois. 
Since then, BIPA lawsuits have exploded and left a myriad of unanswered 
legal questions in its path. In 2019, the Illinois Supreme Court held that a 
party alleging a technical violation of BIPA qualifies as “aggrieved” and 
could bring suit under the statute. This decision set off a wave of new BIPA 
class actions, which only grow in number each year. 

While BIPA contains important protections for individuals’ biometric 
privacy, these protections have come at a cost for companies and employ-
ers. Organizations large and small have been inundated with expensive 
class action lawsuits. Companies and employers are subject to millions of 
dollars in liability for BIPA violations that occurred in the previous five 
years, and face rapidly compounding damages for multiple violations of the 
statute per plaintiff. 

The Illinois Legislature should amend BIPA, incorporating changes 
that balance the need for biometric privacy protection with business inter-
ests. Until the statute is amended, this Note argues that courts will continue 
to interpret the statute broadly. The Illinois Legislature, however, should 
amend the Act to limit damages by restricting the private right of action to 
violations of the disclosure section of BIPA. All other violations should be 
enforceable by the Illinois Attorney General. Additionally, the legislature 
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should amend the Act to incorporate a three-year statute of limitations. Im-
plementing these changes would clarify ambiguities in the Act and limit li-
ability for businesses and employers while still protecting an individual’s 
right to biometric privacy. 
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I. INTRODUCTION 

What would you do if your unique, immutable, identifying information was 
stolen or compromised? Important identifying information, such as credit card 
or social security numbers, can be changed when compromised or stolen.1 No 

 
 1. See I Just Reported Fraud on My Credit Card. What’s Next?, CAPITAL ONE, https://www.cap-
italone.com/support-center/credit-cards/replace-next-steps (last visited Jan. 25, 2022) [https://perma.cc/5Y37-
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such solution exists for biometric information, such as fingerprints, retina scans, 
and voice prints. However, the use of this information for everyday functions 
such as financial transactions, employee tracking and timekeeping, and security 
purposes has increased in popularity in the last decade.2 Several states have en-
acted legislation to protect biometric information in the wake of the rise in its 
usage.3 In 2008, in response to the growing use of this technology and the bank-
ruptcy of a leading fingerprint scan company, Illinois passed the Biometric In-
formation Privacy Act (“BIPA” or the “Act”) to protect Illinois consumers.4 

BIPA is the leading example of state biometric privacy legislation and the 
most robust.5 The law imposes requirements and restrictions on entities that col-
lect biometric identifiers, such as written informed consent before collection of 
biometric data.6 BIPA is unique for its private right of action, which allows Illi-
nois citizens to sue for violations of the statute as opposed to the Attorney Gen-
eral.7 

BIPA litigation was virtually nonexistent immediately following the stat-
ute’s enactment.8 There were no cases filed involving BIPA for nearly a decade 
following the Act’s enactment.9 In 2015, the first several BIPA class actions were 
filed in Illinois.10 Since then, BIPA lawsuits have exploded and left a myriad of 
unanswered legal questions in its path.11 The BIPA explosion is due, in part, to 
the Illinois Supreme Court’s holding in a recent case of first impression.  

Currently, the only legal question surrounding BIPA that has been an-
swered by the Illinois Supreme Court is whether a technical violation of the 
Act—that is, a violation without further injury—suffices for standing in state 
court.12 Prior to 2019, Illinois Appellate Courts were split on the answer to this 

 
BKGL]; Is It Possible to Get a New Social Security Number?, AARP, https://www.aarp.org/retirement/social-
security/questions-answers/new-number.html (Jan. 24, 2022) [https://perma.cc/4BX6-XTDE]. 
 2. Hannah Zimmerman, The Data of You: Regulating Private Industry’s Collection of Biometric Infor-
mation, 66 U. KAN. L. REV. 637, 639–40 (2018) (discussing the rise in popularity of biometric information col-
lection and usage). 
 3. See Natalie A. Prescott, The Anatomy of Biometric Laws: What U.S. Companies Need to Know in 2020, 
NAT’L L. REV. (Jan. 15, 2020), https://www.natlawreview.com/article/anatomy-biometric-laws-what-us-compa-
nies-need-to-know-2020 [https://perma.cc/7WGP-MY2V].  
 4. Zimmerman, supra note 2, at 648–49. 
 5. See id. 
 6. 740 ILL. COMP. STAT. 14/15(b) (2020). 
 7. See id. at 14/20 (granting a private right of action for violations of the statute). 
 8. See Anne E. Larson, Illinois Supreme Court Opens Floodgates for Biometric Lawsuits: Will the Busi-
ness Community Lobby for Change?, OGLETREE DEAKINS (Feb. 4, 2019), https://ogletree.com/insights/illinois-
supreme-court-opens-floodgates-for-biometric-lawsuits-will-the-business-community-lobby-for-change/ 
[https://perma.cc/UW28-THZF]. 
 9. See id. 
 10. Id. 
 11. See, e.g., Michael C. Andolina et al., Emerging Issues and Ambiguities Under Illinois’ Biometric In-
formation Privacy Act, 37 WESTLAW J. COMPUT. & INTERNET 1, 1 (2020) (noting the increase in litigation sur-
rounding BIPA and detailing several legal issues posed by the litigation). 
 12. Rosenbach v. Six Flags Ent. Corp., 2019 IL 123186, ¶ 1, 129 N.E.3d 1197, 1199 (“The central issue 
in this case . . . is whether one qualifies as an ‘aggrieved’ person and may seek liquidated damages and injunctive 
relief pursuant to the Act if [they have] not alleged some actual injury or adverse effect, beyond violation of 
[their] rights under the statute.”). 
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question.13 In 2019, the Court agreed to consider the issue in a case involving 
plaintiff Stacy Rosenbach who bought a season pass to an amusement park, Six 
Flags Great America.14 Six Flags required that Rosenbach’s son scan his finger-
print as part of the purchase of the season pass.15 Rosenbach alleged that the 
amusement park violated BIPA when it collected her son’s fingerprint.16 The 
Court held in Rosenbach v. Six Flags Ent. Corp. that a party alleging a technical 
violation of BIPA qualifies as “aggrieved” and could bring suit under the Act.17 
This decision set off a wave of new BIPA class actions, which only grow in 
number each year.18 

Several important legal questions have remained unanswered in the wave 
of BIPA litigation since Rosenbach. These questions include whether damages 
are available per individual or per violation,19 as well as what the statute of lim-
itations is for BIPA claims.20 Questions also remain to be answered within em-
ployment and insurance contexts.21 

While BIPA contains important protections for individuals’ biometric pri-
vacy, these protections have come at a cost for companies and employers.22 Or-
ganizations large and small have been inundated with expensive class action law-
suits.23 The BIPA boom has subjected nationally known companies, such as 
Facebook,24 Popeyes,25 Walmart,26 and Crate and Barrel,27 to significant court 
costs, attorneys’ fees, and settlement expenses. Currently, companies and 

 
 13. Compare Rosenbach v. Six Flags Ent. Corp., 2017 IL App (2d) 170317, ¶ 1, 147 N.E. 125, 126, with 
Sekura v. Krishna Schaumberg Tan, Inc., 2018 IL App (1st) 180175, ¶ 84, 115 N.E. 1080, 1098. 
 14. Rosenbach, 2019 IL 123186, ¶ 5, 129 N.E.3d at 1200. 
 15. Id. ¶ 6, 129 N.E.3d at 1200. 
 16. Id. ¶ 11, 129 N.E.3d at 1201. 
 17. Id. ¶ 40, 129 N.E.3d at 1207 (“[A]n individual need not allege some actual injury or adverse effect, 
beyond violation of his or her rights under the Act, in order to qualify as an ‘aggrieved person . . . .’”). 
 18. See Tiffany Cheung, Michael Burshteyn, & Camille Framroze, Privacy Litigation 2020 Year in Re-
view: BIPA Litigation, MORRISON FOERSTER (Jan. 12, 2021), https://www.mofo.com/resources/insights/210111-
bipa-litigation.html#_ftnref1 [https://perma.cc/RG6W-92FP]. 
 19. Andolina et al., supra note 11, at 5.  
 20. Jad Sheikali, 7 Considerations for BIPA Class Action Defense, LAW360: EXPERT ANALYSIS, (May 28, 
2020, 6:10 PM), https://www.law360.com/articles/1276909/7-considerations-for-bipa-class-action-defense 
[https://perma.cc/6FN2-J6MU] (The Act “does not expressly provide a statute of limitations”). 
 21. Mark A. Olthoff, Biometric Privacy Developments, NAT’L L. REV. (Feb. 11, 2021), https://www. 
natlawreview.com/article/biometric-privacy-developments [https://perma.cc/74DB-WSP2]. 
 22. See Mary Smigielski & Michael Roman, BIPA Continues Its Devastating Impact on Illinois Busi-
nesses, LEWIS BRISBOIS (Sept. 23, 2020), https://lewisbrisbois.com/newsroom/legal-alerts/bipa-continues-its-
devastating-impact-on-illinois-businesses [https://perma.cc/FU6V-HYCX]. 
 23. See id. 
 24. Robert Channick, Nearly 1.6 Million Illinois Facebook Users to Get About $350 Each in Privacy Set-
tlement, CHI. TRIB. (Jan. 14, 2021, 8:04 PM), https://www.chicagotribune.com/business/ct-biz-facebook-pri-
vacy-settlement-illinois-20210115-2gau5ijyjff4xd2wfiiow7yl4m-story.html [https://perma.cc/9BHD-GNNK]. 
 25. Melissa Angell, Popeyes Hit with Proposed Class Action Over Biometrics, LAW360 (Jan. 26, 2021, 
8:05 PM), https://www.law360.com/articles/1348701 [https://perma.cc/TTP4-A3H2]. 
 26. Katya Pivcevic, Walmart Reaches $10M Settlement in Biometric Privacy Suit Brought by Employees, 
BIOMETRICUPDATE.COM (Jan. 20, 2021), https://www.biometricupdate.com/202101/walmart-reaches-10m-set-
tlement-in-biometric-privacy-suit-brought-by-employees [https://perma.cc/L8EJ-CAPN]. 
 27. Celeste Bott, Crate & Barrel Workers Seek Class Status in Finger Scan Suit, LAW360 (Jan. 22, 2021, 
7:03 PM), https://www.law360.com/articles/1347431/crate-barrel-workers-seek-class-status-in-finger-scan-suit 
[https://perma.cc/UJG4-E738]. 
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employers are subject to millions of dollars in liability for BIPA violations that 
occurred in the previous five years.28 Further, they face rapidly compounding 
damages for multiple violations of the statute per plaintiff.29 

This Note argues that damages should be available for every BIPA viola-
tion and the statute of limitations for BIPA violations should be five years, unless 
and until the Illinois Legislature amends the law. Part II gives an overview of 
BIPA and the booming litigation involving the Act. Part III surveys two im-
portant legal questions raised by BIPA litigation that have yet to be answered by 
the Illinois Supreme Court. Part IV recommends an approach moving forward in 
BIPA litigation that prioritizes the need for robust biometric privacy protection, 
as well as a legislative compromise that balances the need for biometric privacy 
protection with business interests. 

II. BACKGROUND 

A. Biometrics: What Are They and Why Use This Technology? 

Biometrics are physical characteristics, such as fingerprints, voice prints, 
and retina scans that are unique to the individuals to which they belong.30 These 
characteristics can be used for identification, employee tracking, financial trans-
actions, and other functions.31 The use of this data has grown in variety and pop-
ularity in the last several years.32 For instance, the most popular cell phones in 
the country unlock using biometric data.33 Companies increasingly use biomet-
rics to track their employees’ time and consumers’ data.34 The government also 
uses biometrics for a wide array of purposes.35 The Department of Homeland 
Security, for instance, uses biometrics “to detect and prevent illegal entry into 
the U.S., grant and administer proper immigration benefits, . . . facilitat[e] legit-
imate travel and trade, enforc[e] federal laws, and enabl[e] verification for visa 
applications to the U.S.”36 

 
 28. See Charles Insler, Could the Illinois Biometric Privacy Act (BIPA) Have a One-Year Statute of Limi-
tations?, HEPLERBROOM (Nov. 3, 2020), https://www.heplerbroom.com/blog/could-illinois-bipa-have-a-one-
year-statute-of-limitations/ [https://perma.cc/BG6G-LEQR]. 
 29. See Joel Rice & Franklin Wolf, The Illinois Biometric Landscape Gets Even Tougher for Employers, 
JDSUPRA (Sept. 17, 2020), https://www.jdsupra.com/legalnews/the-illinois-biometric-landscape-gets-11177/ 
[https://perma.cc/U6N4-UKEY]. 
 30. See 740 ILL. COMP. STAT. 14/10 (2020). 
 31. See 9 Industries Biometrics Technology Could Transform, CB INSIGHTS: RSCH. BRIEFS (Dec. 12, 
2019), https://www.cbinsights.com/research/biometrics-transforming-industries/ [https://perma.cc/QN29-
RD7U]. 
 32. Zimmerman, supra note 2, at 639–40 (discussing the rise in popularity of biometrics usage). 
 33. See Luana Pascu, Hackers May Have Manipulated Apple Biometric Security Glitch to Access iCloud 
Accounts, BIOMETRICUPDATE.COM (Aug. 5, 2020), https://www.biometricupdate.com/202008/hackers-may-
have-manipulated-apple-biometric-security-glitch-to-access-icloud-accounts [https://perma.cc/6XQY-D9GD]. 
 34. See Thomas Ahlering, Alex Karasik & Gerald Maatman, Jr., Biometric Privacy Class Actions by the 
Numbers: Analyzing Illinois’ Hottest Class Action Trend, JDSUPRA (July 2, 2019), https://www.jdsupra.com/le-
galnews/biometric-privacy-class-actions-by-the-48938/ [https://perma.cc/DF6E-9885]. 
 35. See, e.g., Biometrics, U.S. DEP’T OF HOMELAND SEC., https://www.dhs.gov/biometrics (last visited 
Jan. 25, 2022) [https://perma.cc/NN2V-ZLB6]. 
 36. Id. 
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Biometric technology carries important benefits for consumers and busi-
nesses alike. Businesses can use biometric data to ensure convenience and secu-
rity for consumers.37 As biometrics are unique to individuals, usage of such data 
is more reliable in verifying identity than tokens, such as a driver’s license, or 
knowledge-based methods, such as a password.38 Employers can utilize this data 
to better monitor employees and track employee time.39 Additionally, the use of 
biometric data can help companies prevent employee time theft.40 

B. The Downsides of Biometric Technology 

While the use of biometric technology has benefits, it also carries real 
downsides without robust protections in place. The reality that biometric data 
cannot be altered is a double-edged sword. Once stolen, biometric identifiers 
cannot be replaced.41 Put another way, biometrics “can be great because they are 
really secure. It’s hard to fake someone’s ear, eye, gait, or other things that make 
an individual uniquely identifiable. But if a biometric is compromised, you’re 
done. You can’t get another ear.”42 With data breaches and hacks on the rise in 
the last several years, the fear that this immutable data could be stolen and used 
to gain access to secure information and accounts is a valid concern.43 

Additionally, biometric data breaches are no longer a future concern as sig-
nificant vulnerabilities in biometric databases have already been discovered.44 In 
2019, researchers found a major vulnerability in a biometric database used by the 
United Kingdom Metropolitan Police, defense contractors, and banks.45 The fin-
gerprints of more than one million people were compromised, as well as facial 
recognition data and other personal information.46 Researchers found 

 
 37. See Matt D’Angelo, Biometrics and the Future: What it Means for Small Businesses, BUSINESS.COM, 
https://www.business.com/articles/biometrics-facial-recognition-small-business/ (Jan. 28, 2021) [https://perma. 
cc/EXA6-6CV8].  
 38. See Leah Goldberg, Biometric Identification: The Good and The Bad, UNIV. MIAMI: DIV. CONTINUING 
& INT’L EDUC., https://cybersecurity.miami.edu/biometric-identification-the-good-and-bad/ (last visited Jan. 25, 
2022) [https://perma.cc/5MBR-99JE]; Selena Larson, Beyond Passwords: Companies Use Fingerprints and Dig-
ital Behavior to ID Employees, CNN: BUS. (Mar. 18, 2018, 3:53 PM), https://money.cnn.com/2018/03/18/tech-
nology/biometrics-workplace/index.html [https://perma.cc/AK69-Z27V]. 
 39. See Ahlering et al., supra note 34. 
 40. Id. 
 41. April Glaser, Biometrics Are Coming, Along with Serious Security Concerns, WIRED (Mar. 9, 2016, 
11:00 AM), https://www.wired.com/2016/03/biometrics-coming-along-serious-security-concerns/ [https:// 
perma.cc/H9UQ-WQLQ]. 
 42. Id. 
 43. Juliana De Groot, The History of Data Breaches, DIGIT. GUARDIAN (Dec. 1, 2020), https://digital-
guardian.com/blog/history-data-breaches [https://perma.cc/DW8F-3QCE].  
 44. See Zak Doffman, New Data Breach Has Exposed Millions of Fingerprint and Facial Recognition 
Records: Report, FORBES (Aug. 14, 2019, 4:31 AM), https://www.forbes.com/sites/zakdoffman/2019/ 
08/14/new-data-breach-has-exposed-millions-of-fingerprint-and-facial-recognition-records-report/?sh=7db4 
012446c6 [https://perma.cc/F52B-98JU]. 
 45. Id. 
 46. Josh Taylor, Major Breach Found in Biometrics System Used by Banks, UK Police and Defence Firms, 
GUARDIAN (Aug. 14, 2019, 3:11 AM), https://www.theguardian.com/technology/2019/aug/14/major-breach-
found-in-biometrics-system-used-by-banks-uk-police-and-defence-firms [https://perma.cc/K9WR-HEXY]. 
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unencrypted, sensitive biometric data on a publicly accessible database.47 Ac-
cording to the researchers, the company involved had saved individuals’ actual 
fingerprints which could be used for nefarious purposes, instead of saving images 
of the fingerprints that could not be reverse engineered.48 Although the vulnera-
bility was discovered before any real breach had occurred, the researchers re-
ported that this problem was not unique to this single company and vulnerabili-
ties like this were likely to be discovered again.49 

The inherently public nature of biometrics also presents security concerns. 
Knowledge-based methods of identification, such as passwords, are inherently 
private. What makes a password secure is that a person keeps it to themselves.50 
Conversely, biometrics are naturally public, and more difficult to keep secure as 
a method of identification or security.51 If a person goes to a restaurant for dinner 
and leaves their fingerprint on a glass, the fingerprint can be lifted or photo-
graphed.52 Additionally, an individual’s face can be photographed in high reso-
lution from far away and used for facial recognition purposes.53 The public na-
ture of biometrics makes it relatively simple to hack or track them.54 

C. Federal and State Regulation of Biometrics 

The use of biometric technology remains fairly unregulated by both federal 
and state governments. Although biometric technology is not new and is gaining 
prevalence in everyday life, there is no federal law regulating the collection and 
use of such data.55 Likewise, state legislatures have been slow to act in response 
to the technology’s rise in popularity.56 

Federal efforts to regulate the collection and use of biometric information 
have, to date, been unsuccessful. The most recent effort died in the 2020 session 
of Congress.57 In August of 2020, Senators Jeff Merkley and Bernie Sanders 
introduced the National Biometric Information Privacy Act of 2020.58 The bill 
mirrored the Illinois BIPA and would have prohibited the collection of biometric 

 
 47. Id. 
 48. Id. 
 49. Id. 
 50. Glaser, supra note 41. 
 51. Id. 
 52. See id. 
 53. See id. 
 54. Id. 
 55. Zimmerman, supra note 2, at 638 (“Despite the popularity of biometrics and the unique issues they 
pose, there is no generally applicable federal law that regulates the private sector’s collection and use of biometric 
information in the United States.”). 
 56. See Rich Ehisen, New State Data Protection Laws Focus on Biometrics, LAW360 (Aug. 2, 2019, 2:29 
PM), https://www.law360.com/articles/1174241/new-state-data-protection-laws-focus-on-biometrics [https:// 
perma.cc/VD6U-H95E]. 
 57. S. 4400 (116th): National Biometric Information Privacy Act of 2020, GOVTRACK, https:// 
www.govtrack.us/congress/bills/116/s4400/text (last visited Jan. 25, 2022) [https://perma.cc/HY2P-LWWH]. 
 58. Press Release, Jeff Markley United States Senator for Oregon, Merkley, Sanders Introduce Legislation 
to Put Strict Limits on Corporate Use of Facial Recognition (Aug. 4, 2020), https://www.merkley.sen-
ate.gov/news/press-releases/merkley-sanders-introduce-legislation-to-put-strict-limits-on-corporate-use-of-fa-
cial-recognition-2020 [https://perma.cc/HQ7G-AGSW].  
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data by private companies without an individual’s consent.59 It also placed limits 
on biometric information retention, sale, and trade.60 In addition to enforcement 
by state Attorneys General, and like the Illinois BIPA, this national bill would 
have allowed for a private right of action.61 The bill did not receive a vote and 
was not enacted into law.62 

State legislatures have been more successful in passing biometric privacy 
legislation and are beginning to catch up with the technology’s growth.63 Before 
2018, only three states had laws protecting biometric privacy: Texas, Washing-
ton, and Illinois.64 That number, however, has tripled since then and is expected 
to continue to grow.65 Since, 2018, Louisiana, California, Oregon, and New York 
amended or added laws protecting biometric information.66 Currently, there are 
a number of states with pending biometric privacy laws.67 All of these laws vary 
in enforcement, protections, and relief. 

Texas and Illinois were the first states to enact laws protecting biometric 
privacy.68 In 2009, the Texas Legislature passed the Capture or Use of Biometric 
Identifier Act (“CUBI”).69 CUBI governs the collection of biometrics for com-
mercial purposes.70 It requires informed consent before collection, sets time re-
strictions for retention and destruction, and prohibits companies from selling, 
leasing or disclosing biometric identifiers unless an exception applies.71 The stat-
ute also sets out requirements for the secure storage and transmission of biomet-
rics.72 Only the Texas Attorney General has the power to enforce CUBI.73 Enti-
ties that violate CUBI face penalties of up to $25,000 per violation.74 As there is 
no private right of action under CUBI and the Texas Attorney General is the only 
entity that can enforce it, litigation under the statute has been nonexistent since 
its passage.75 The Attorney General, however, is currently investigating Face-
book for allegedly violating CUBI.76 

 
 59. S. 4400, 116th Cong. § 3 (2020). 
 60. Id. 
 61. Id. § 4. 
 62. S. 4400 (116th): National Biometric Information Privacy Act of 2020, supra note 57. 
 63. Ehisen, supra note 56. 
 64. Id. 
 65. Kristine Argentine & Paul Yovanic, The Growing Number of Biometric Privacy Laws and the Post-
COVID Consumer Class Action Risks for Businesses, JDSUPRA (June 9, 2020), https://www.jdsupra.com/legal-
news/the-growing-number-of-biometric-privacy-62648/ [https://perma.cc/75L8-QXHP]. 
 66. Id. 
 67. Id. 
 68. Jeffrey N. Rosenthal, David J. Oberly & Zachary J. Wyatte, Meet CUBI—What Companies Need to 
Know About Texas’ Biometric Privacy Law, LAW.COM (Oct. 5, 2020, 11:41 AM), https://www.law.com/tex-
aslawyer/2020/10/05/meet-cubi-what-companies-need-to-know-about-texas-biometric-privacy-law/ [https:// 
perma.cc/TB7Y-RK4P]. 
 69. Id. 
 70. TEX. BUS. & COM. CODE ANN. § 503.001(b)–(c) (2020). 
 71. Id. 
 72. Id. § 503.001(c)(2)–(3). 
 73. Id. § 503.001(d). 
 74. Id. 
 75. See Rosenthal et al., supra note 68.  
 76. Id. 
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D. Illinois’ Biometric Information Privacy Act 

1. Purpose and Requirements 

Illinois’ Biometric Information Privacy Act is recognized as the country’s 
most stringent biometric privacy law.77 The Illinois Legislature passed BIPA in 
2008 after the bankruptcy of a company that collected and used biometric data 
in the state.78 Pay By Touch operated the largest fingerprint scan system in Illi-
nois.79 The company operated a pilot program using fingerprint data in various 
grocery stores, gas stations, and other businesses within the state.80 The com-
pany’s technology allowed individuals to link their financial accounts to their 
fingerprints.81 Users could then pay or access their accounts using their finger-
print rather than cash or a card.82 When the company went bankrupt, Illinois cit-
izens were left to worry about what would happen to their fingerprint data.83 

After Pay By Touch’s bankruptcy, the Illinois Legislature recognized that 
companies’ use of biometrics within the state was increasingly unavoidable and 
enacted BIPA to protect Illinois’ citizens biometric data and assuage fears about 
the collection and usage of such information.84 The legislature recognized that 
biometric identifiers were different than a social security or credit card number 
and needed statutory protection.85 It found that biometric identifiers “are biolog-
ically unique to the individual; therefore, once compromised, the individual has 
no recourse, is at heightened risk for identity theft, and is likely to withdraw from 
biometric-facilitated transactions.”86 Illinois lawmakers intended to encourage 
usage of biometric identifiers and strike a balance between protection of such 
information and recognition that use of the technology would only increase.87 

The purpose of BIPA is to protect individuals’ biometric data privacy and 
regulate the collection, storage, and use of individuals’ unique biometric identi-
fiers.88 The law requires that individuals be notified and give written consent 
before their biometric data is collected, stored, and/or used.89 The Act also reg-
ulates the disclosure of such data to third parties and sets forth requirements be-
fore biometric data is shared with a third party.90 The law was the first biometric 

 
 77. Id. 
 78. Charles N. Insler, Understanding the Biometric Information Privacy Act Litigation Explosion, 106 ILL. 
BAR J. 34, 35 (2018). 
 79. Id. 
 80. Id. 
 81. Erica Gunderson, Biometric Data: Are We Safer in Illinois, Or Just Having Less Fun?, WTTW (Jan. 
22, 2018, 5:07 PM), https://news.wttw.com/2018/01/22/biometric-data-are-we-safer-illinois-or-just-having-less-
fun [https://perma.cc/ZKE2-SPCG]. 
 82. Id. 
 83. Id.; Insler, supra note 78, at 35. 
 84. Gunderson, supra note 81. 
 85. 740 ILL. COMP. STAT. 14/5(c) (2020).  
 86. Id. 
 87. Id. at 14/15(a)–(d). 
 88. Id. at 14/15(b).  
 89. Id.  
 90. Id. at 14/15(d). 
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data protection law in the country to grant Illinois residents a private right of 
action for violations of the statute.91 

BIPA sets forth requirements for the collection, storage, disclosure, and de-
struction of biometric data.92 First, an entity that possesses biometric data must 
develop a publicly available policy for the retention and destruction of the data.93 
Second, companies may only obtain biometric information if they first inform 
individuals of the collection of biometric identifiers and individuals give them 
informed written consent.94 BIPA also requires entities to obtain additional writ-
ten informed consent before sharing biometric data with third parties.95 Finally, 
the Act forbids companies from selling or profiting from individuals’ biometric 
data.96 

Individuals whose rights have been violated under BIPA are entitled to 
hefty damages. The statute provides that any “aggrieved” person under the Act 
has a private right of action.97 Any such individual may recover $1,000 in liqui-
dated damages, or actual damages, whichever is greater, for each negligent vio-
lation of the statute.98 Further, for reckless or intentional violations of BIPA, in-
dividuals may recover $5,000 in liquidated damages, or actual damages, 
whichever is greater.99 Attorneys’ fees and injunctive relief are also available 
remedies under BIPA.100 

2. Rosenbach v. Six Flags Entertainment Corp. 

Although BIPA was enacted in 2008, litigation involving the Act was non-
existent before 2015.101 In 2015, the first class action under the statute was 
filed.102 That year, six class actions were filed under the law, drawing attention 
to the unique statute.103 Since then, litigation involving the Act has exploded.104 
Between 2008 and 2016, only fifteen BIPA class actions were filed in Illinois.105 
In the first half of 2019, 161 class actions had been filed.106 The steep increase 
in 2019 was due, in part, to the Illinois Supreme Court’s decision in Rosenbach 
v. Six Flags Entertainment Corp., which lowered the bar for success in court.107 

 
 91. Prescott, supra note 3 (“BIPA remains the only biometrics legislation that provides for a private right 
of action . . . .”). 
 92. 740 ILL. COMP. STAT. 14/15 (2020). 
 93. Id. at 14/15(a). 
 94. Id. at 14/15(b). 
 95. Id. at 14/15(d). 
 96. Id. at 14/15(c). 
 97. 740 ILL. COMP. STAT. 14/20 (2008).  
 98. Id. at 14/20(1). 
 99. Id. at 14/20(2). 
 100. Id. at 14/20(3)–(4). 
 101. Andolina et al., supra note 11, at 1. 
 102. Ahlering et al., supra note 34. 
 103. Id. 
 104. Andolina et al., supra note 11, at 1 (noting the increase in litigation involving BIPA). 
 105. Ahlering et al., supra note 34. 
 106. Id. 
 107. See id. 
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Before 2019, there was disagreement between Illinois appellate districts as 
to what sufficed for standing under the Act. In Rosenbach, Stacy Rosenbach sued 
Six Flags Entertainment Corporation on behalf of her son, alleging that the com-
pany had violated BIPA.108 Her son had purchased a season pass at a theme park 
and was fingerprinted.109 Rosenbach alleged that the company had not obtained 
written informed consent or disclosed a plan for collection, use, storage, or de-
struction of the biometric identifier pursuant to BIPA.110 Neither Rosenbach nor 
her son alleged that they had suffered any actual injury from the fingerprint-
ing.111 The Second District Appellate Court held that a mere technical violation 
of the statute was not enough to confer standing and ruled in favor of Six 
Flags.112 

In Sekura v. Krishna Schaumberg Tan, Inc., the First District reached the 
opposite conclusion.113 In Sekura, plaintiff had a tanning membership with 
Krishna Schaumberg Tan.114 The company scanned its customers’ fingerprints 
for membership purposes.115 The plaintiff was required to scan her fingerprint 
when she purchased her tanning membership with the company.116 She alleged 
that the company violated BIPA because she was never (1) informed of the pur-
pose or length of time for the collection, storage, or usage of her fingerprints; (2) 
informed of a retention policy for the retention or destruction of the data; and (3) 
gave written informed consent for collection, storage, or disclosure of the data.117 
Although the plaintiff alleged that she suffered mental anguish from the mishan-
dling of her biometric data, the First District held that a plaintiff only needed to 
show a technical violation of the statute to have standing.118 

In 2019, the Illinois Supreme Court took up the Rosenbach appeal from the 
Second District to settle the appellate split.119 BIPA provides a cause of action 
to any “person aggrieved by a violation” of the statute.120 Before the Illinois Su-
preme Court’s decision in Rosenbach, the meaning of “aggrieved” was in dispute 
in determining what was sufficient for standing under the Act.121 The Court used 
statutory interpretation, comparison to other Illinois statutes, and legislative 

 
 108. Rosenbach v. Six Flags Ent. Corp., 2017 IL App (2d) 170317, ¶ 1, 147 N.E.3d 125, 126. 
 109. Id. ¶ 7, 147 N.E.3d at 127. 
 110. Id. ¶ 9, 147 N.E.3d at 128. 
 111. Id. ¶ 10, 147 N.E.3d at 128. 
 112. Id. ¶ 28, 147 N.E.3d at 131. 
 113. Sekura v. Krishna Schaumberg Tan, Inc., 2018 IL App (1st) 180175, ¶ 84, 115 N.E.3d 1080, 1098. 
 114. Id. ¶ 8, 115 N.E.3d at 1084–85. 
 115. Id. ¶ 7, 115 N.E.3d at 1084. 
 116. Id. ¶ 8, 115 N.E.3d at 1084–85. 
 117. Id. ¶ 9, 115 N.E.3d at 1085. 
 118. Id. ¶¶ 84–85, 115 N.E.3d at 1098. 
 119. Rosenbach v. Six Flags Ent. Corp., 2019 IL 123186, ¶ 23, 129 N.E.2d 1197, 1204. 
 120. 740 ILL. COMP. STAT. 14/20 (2020). 
 121. Compare Rosenbach v. Six Flags Ent. Corp., 2017 IL App (2d) 170317, ¶ 28, 147 N.E. 3d 125, 131 
(“If a person alleges only a technical violation of the Act without alleging any injury or adverse effect, then he 
or she is not aggrieved and may not recover under any of the provisions in section 20.”), with Sekura, 2018 IL 
App (1st) 180175, ¶ 84, 115 N.E.3d at 1098 (finding “aggrieved” did not mean that plaintiffs had to show any 
additional harm other than a violation of the Act). 
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intent to resolve the meaning of “aggrieved.”122 In a unanimous opinion, the 
Court put the disagreement to rest and held that “an individual need not allege 
some actual injury or adverse effect, beyond violation of his or her rights under 
the Act, in order to qualify as an ‘aggrieved’ person . . . .”123 After this decision, 
litigation involving BIPA claims exploded due to the lower bar for standing.124 

3. Illinois Workers’ Compensation Act Preemption 

Since Rosenbach, the BIPA floodgates have opened; the Illinois Supreme 
Court, however, has yet to rule on any other issue raised by the Act.125 Several 
important questions have arisen in BIPA litigation that may soon reach Illinois’ 
court of last resort. The first is whether BIPA claims may be brought in the em-
ployment context.126 Though this question is outside the scope of this Note, it is 
important to give an overview of some of the legal questions raised by BIPA 
litigation that Illinois courts are in the process of answering. A favored argument 
on the defense side is that BIPA claims are preempted by the Illinois Workers’ 
Compensation Act (“IWCA”).127 That is, when a BIPA claim arises in an em-
ployment context, defendants argue, IWCA is an employee’s exclusive remedy 
for the injury arising from the BIPA violation.128 State trial courts have disagreed 
with this argument.129 

In 2020, the First District Appellate Court heard the issue and sided with 
the state trial courts. The Court held that the IWCA does not bar claims for stat-
utory damages under BIPA.130 It reasoned that, when a plaintiff alleges only stat-
utory damages under the Act, a violation of BIPA is not the type of injury that 
falls within the purview of the IWCA.131 The Court explained that the IWCA “is 
a remedial statute designed to provide financial protection for workers that have 
sustained an actual injury.”132 In the Court’s opinion, a BIPA violation did not 
fall within this category.133 The Illinois Supreme Court granted an appeal and is 
expected to resolve this issue very soon.134 The Court’s decision on this issue is 

 
 122. See Rosenbach, 2019 IL 123186, ¶¶ 24–37, 129 N.E.3d at 1204–07. 
 123. Id. ¶ 40, 129 N.E.3d at 1207. 
 124. See Andolina et al., supra note 11, at 1. 
 125. See Nicholas Vera, BIPA Bellwether: New Illinois Supreme Court Order Foreshadows Employment 
Guidance, NAT’L L. REV. (Feb. 4, 2021), https://www.natlawreview.com/article/bipa-bellwether-new-illinois-su-
preme-court-order-foreshadows-employment-guidance [https://perma.cc/TY33-9FZE]. 
 126. Id. 
 127. See id. 
 128. Id. 
 129. See McDonald v. Symphony Bronzeville Park LLC, 2020 IL App (1st) 192398, ¶ 28; Cothron v. White 
Castle Sys., Inc., 467 F. Supp. 3d 604, 616 (N.D. Ill. 2020) (listing trial court cases). 
 130. See McDonald, 2020 IL App (1st) 192398, ¶ 27. 
 131. See id. 
 132. Id. 
 133. Id. 
 134. See Vera, supra note 125.  
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important, as approximately 90% of BIPA cases brought thus far have arisen in 
an employment context.135 

4. Calculation of Damages and Statute of Limitations 

Another issue that remains unresolved is how damages should be calcu-
lated. BIPA allows for recovery of liquidated or actual damages, whichever is 
greater, for each violation of the Act.136 What constitutes a violation remains an 
unresolved issue.137 Proponents of limiting BIPA’s economic effect argue that 
plaintiffs should be limited on a per-person basis.138 Plaintiffs contend that they 
should be able to recover damages for every single time their biometric was col-
lected, stored, or distributed.139 This issue could remain unresolved for the fore-
seeable future, as courts are busy determining the answers to more preliminary 
BIPA questions that arise during the pleading stage.140 Additionally, BIPA cases 
often settle before a court is able to assess damages.141 

The Appellate and Supreme Courts have also yet to determine what statute 
of limitations period applies to BIPA claims. There is no statute of limitations 
period enumerated in the Act.142 Defendants have argued at the trial level that 
the statute of limitations should be one or two years.143 Plaintiffs, on the other 
hand, have argued that a five-year catch-all period applies to BIPA claims.144 
State trial courts that have ruled on this issue have generally decided that the 
five-year period applies.145 The Appellate Court is set to rule on this issue in two 
separate cases sometime in 2021.146 Limiting the statute of limitations period for 
BIPA claims could greatly reduce defendants’ liability for damages and could 
substantially lessen the economic burden of BIPA litigation.147 

 
 135. David Stauss et al., The Year to Come in U.S. Privacy & Cybersecurity Law (2021), HUSCH 
BLACKWELL (Jan. 27, 2021), https://www.bytebacklaw.com/2021/01/the-year-to-come-in-u-s-privacy-cyberse-
curity-law-2021/ [https://perma.cc/B7QP-RD4W]. 
 136. 740 ILL. COMP. STAT. 14/20(1)–(2) (2020). 
 137. Joel Rice & Franklin Wolf, The Illinois Biometric Landscape Gets Even Tougher for Employers, 
JDSUPRA (Sept. 17, 2020), https://www.jdsupra.com/legalnews/the-illinois-biometric-landscape-gets-11177/ 
[https://perma.cc/ZSR6-HJ5T]. 
 138. See id. 
 139. See id. 
 140. See Tiffany Cheung, Michael Burshteyn & Camille Framroze, Privacy Litigation 2020 Year in Review: 
BIPA Litigation, MORRISON FOERSTER (Jan. 12, 2021), https://www.mofo.com/resources/insights/210111-bipa-
litigation.html#_ftnref1 [https://perma.cc/U96L-6D9Q] (explaining that they expect more cases to progress be-
yond the pleading stage in 2021). 
 141. See id. (mentioning a growth in settlement activity). 
 142. Insler, supra note 28.  
 143. Id. 
 144. Porter Wright, Seventh Circuit’s Procedural Ruling Under Illinois Biometric Privacy Act May Affect 
Substantive Rights of Parties, TECH. L. SOURCE (June 8, 2020), https://www.technologylawsource.com/ 
2020/06/articles/bipa/seventh-circuits-procedural-ruling-under-illinois-biometric-information-privacy-act-may-
affect-substantive-rights-of-parties/ [https://perma.cc/9GVW-FEER]. 
 145. Insler, supra note 28.  
 146. See Olthoff, supra note 21.  
 147. See id. 
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5. BIPA’s Far-Reaching Consequences 

The full weight of the economic burden of BIPA litigation in Illinois is not 
fully known. Cases brought under the statute have grown exponentially in Illinois 
courts since 2017 and after Rosenbach.148 BIPA cases have tended to produce 
large settlement agreements because of the large plaintiff class sizes.149 In 2020, 
these settlements ranged from $1.8 million to $650 million.150 Additionally, 
BIPA cases continue to flood court dockets, resulting in efficiency costs for the 
Illinois judicial system.151 As BIPA cases continue to clog the system, these costs 
will continue to grow. 

Furthermore, BIPA’s reach has not been limited to Illinois. Indeed, BIPA’s 
most expensive consequence to date arose out of state in the Northern District of 
California and affected one of the largest, most well-known companies in the 
world.152 In 2015, Facebook was sued over its use of facial recognition technol-
ogy, used for suggesting the names of people in users’ photos.153 Users in Illinois 
said the company, based in California, violated BIPA by collecting facial data 
from its millions of Illinois users’ photos without their permission and without 
disclosing how long the data would be kept.154 In 2020, Facebook announced it 
would settle with the Illinois class after the Ninth Circuit upheld the class certi-
fication and held that a violation of BIPA constitutes a sufficient injury for Arti-
cle III standing in federal court.155 The Supreme Court declined to hear the case 
after the Ninth Circuit’s ruling.156 The company announced it would pay a rec-
ord-breaking $650 million dollars to settle the case after a judge in the Northern 
District of California rejected its initial $550 million dollar offer as insufficient 
to compensate the millions of Illinois users whose biometric privacy rights had 
been violated.157 

The legal uncertainty surrounding BIPA and the looming and extreme lia-
bility for businesses who may have violated the Act has made BIPA a hot topic. 
Two legal questions that have arisen during the BIPA boom, suggested answers 

 
 148. See id. 
 149. See Cheung et al., supra note 140. 
 150. Id. 
 151. See id.  
 152. P. Russell Perdew & Tara L. Trifon, Locke Lorde QuickStudy: When Half a Billion Dollars is Not 
Enough: What the Facebook Settlement Can Teach Us, LOCKE LORD (July 24, 2020), https://www.lockel-
ord.com/newsandevents/publications/2020/07/facebook-settlement [https://perma.cc/5YUC-L47P]. 
 153. Natasha Singer & Mike Isaac, Facebook to Pay $550 Million to Settle Facial Recognition Suit, N.Y. 
TIMES (Jan. 29, 2020), https://www.nytimes.com/2020/01/29/technology/facebook-privacy-lawsuit-earnings. 
html [https://perma.cc/8A7W-UU58].  
 154. Id. 
 155. Tony Romm, Facebook Agrees to Pay $550 Million to Settle Privacy Lawsuit, Days After Supreme 
Court Declined to Hear Case, WASH. POST (Jan. 29, 2020, 8:36 PM), https://www.washingtonpost.com/technol-
ogy/2020/01/29/facebook-has-agreed-pay-550-million-settle-class-action-privacy-lawsuit-days-after-supreme-
court-declined-take-case/ [https://perma.cc/92GA-JA33]. 
 156. Id. 
 157. Malathi Nayak, Facebook Sweetens Biometric Privacy Accord to $650 Million, BLOOMBERG (July 23, 
2020, 5:26 PM), https://www.bloomberg.com/news/articles/2020-07-23/facebook-proposes-650-million-to-set-
tle-biometric-privacy-case [https://perma.cc/PHW3-VKUE]. 
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to those questions, and legislative solutions to limit the economic damage of the 
Act are discussed below. 

III. ANALYSIS 

Two important legal questions have arisen during the BIPA boom that re-
main unanswered by both the Illinois legislature and the state supreme court. The 
first is the meaning of “each violation,” which determines how BIPA damages 
are calculated.158 The second is what statute of limitations applies for BIPA 
claims.159 

A. How Should BIPA Damages Be Calculated? 

The first important legal question that has surfaced during litigation involv-
ing BIPA claims determines how damages are calculated. The statute states that 
“[a]ny person aggrieved by a violation of this Act shall have a right of action in 
a State circuit court or has a supplemental claim in federal district court against 
an offending party. A prevailing party may recover for each violation.”160 But 
what does each violation mean?  

Take, for example, a common situation where an employer uses a finger-
print scanner for the purpose of tracking its employees’ time. Employers are in-
creasingly adopting this technology to prevent employees from “buddy punch-
ing,” where a coworker “clocks in” for an absent fellow coworker.161 The 
employees discover that their employer is out of compliance with BIPA and de-
cide to sue. Can the employees sue for damages for each scan of their finger? Or 
are they limited to one violation?  

The meaning of “each violation” remains open to interpretation by the 
courts.162 As it stands, there are two options to choose from. On the one hand, 
“each violation” could mean one violation per individual.163 Alternatively, and 
more likely, it is possible that courts “will allow multiple instances of BIPA vi-
olations to be racked up per person.”164 Using the language and history of BIPA, 
as well as looking to other states’ biometric privacy statutes, this Note recom-
mends a solution in Part IV that limits damages liability while balancing the need 
for biometric privacy protection. 

 
 158. Nicholas M. Berg, Timothy Farrell, Raishay Lin & Sarah Milkovich, The New Class Action Frontier 
Under Illinois Privacy Law, LAW360 (Jan. 16, 2020, 1:45 PM), https://www.law360.com/articles/1234424 
[https://perma.cc/E2HV-Z8XQ] (“It is still an open question how courts will interpret ‘each violation’ as they 
calculate damages.”). 
 159. Sean G. Wieber, Patrick R. O’Meara & Eric J. Shinabarger, What Is the Appropriate Statute of Limi-
tations Period for BIPA Claims?, LAW.COM (Nov. 20, 2019, 2:30 PM), https://www.law.com/legaltechnews/ 
2019/11/20/what-is-the-appropriate-statute-of-limitations-period-for-bipa-claims/ [https://perma.cc/6QBA-
AK2D]. 
 160. 740 ILL. COMP. STAT. 14/20 (2020) (emphasis added). 
 161. Buddy Punching: What It Is, and How to Stop It, PAYCHEX WORX, https://www.paychex.com/arti-
cles/payroll-taxes/what-is-buddy-punching (Nov. 1, 2017) [https://perma.cc/V4D7-QT59]. 
 162. Berg et al., supra note 158. 
 163. Id. 
 164. Id. 
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1. One Violation Per Person 

Proponents of allowing only one BIPA violation per person believe it is the 
more reasonable interpretation of the statute.165 This option would limit the crip-
pling damages that are possible in BIPA lawsuits.166 

Defendants have argued that BIPA violations should be limited on a per-
person basis.167 They point to the language in BIPA that requires the acquisition 
of informed consent before collection of biometric data.168 The statute provides 
that a “private entity may [not] collect, capture, . . . or otherwise obtain a . . . 
biometric identifier or biometric information, unless it first: informs the sub-
ject . . . in writing that a biometric identifier or biometric information is being 
collected or stored.”169 The statute additionally requires that the person whose 
biometric data is being collected be informed “of the specific purpose and length 
of term for which a biometric identifier or biometric information is being col-
lected, stored, and used.”170 Further, the statute requires that the private entity 
collecting the biometric data obtain written consent before the data’s collec-
tion.171 Defendants argue that “it is the failure to provide notice that is the viola-
tion, not the collection of the data.”172 Thus, defendants argue, the violation of 
the statute is the failure to provide notice and obtain consent, rather than each 
scan of a biometric identifier.173 

Proponents of limiting BIPA violations this way also argue that it is best 
for policy reasons. Defendants argue that reading the statute to allow for damages 
for each collection or disclosure of biometric data “would lead to absurd results 
because the statutory damages for each violation . . . would be crippling.”174 
They are not incorrect, as an employer with fifty employees could be subject to 
minimum damages of $250 million, not including attorneys’ fees and court 
costs.175 

 
 165. Rumer Ramsey, Illinois: Supreme Court Decision “Changes Landscape of BIPA Litigation”, 
ONETRUST DATAGUIDANCE (Jan. 31, 2019), https://www.dataguidance.com/opinion/illinois-supreme-court-de-
cision-changes-landscape-bipa-litigation [https://perma.cc/6BBG-7XWW]. 
 166. See Michael D. Hayes, Robert J. Tomaso & Anne M. Mayette, Overview of Recent Decisions Inter-
preting the Illinois Biometric Privacy Act, HUSCH BLACKWELL (Oct. 15, 2019), https://www.huschblack-
well.com/newsandinsights/overview-of-recent-decisions-interpreting-the-illinois-biometric-information-privacy 
-act [https://perma.cc/2KF7-KFYL]. 
 167. See Rice & Wolf, supra note 137.  
 168. See, e.g., Cothron v. White Castle Sys., Inc., 477 F. Supp. 3d 723, 732 (N.D. Ill. 2020). 
 169. 740 ILL. COMP. STAT. 14/15(b)(1) (2020). 
 170. Id. at 14/15(b)(2). 
 171. Id. at 14/15(b)(3). 
 172. Cothron, 477 F. Supp. 3d at 732. 
 173. Id. 
 174. Id. at 733. 
 175. For example, if the employees work fifty weeks a year, five days a week, scan their finger four times 
per day (clocking in for work, clocking out and in for lunch, and clocking out at the end of the day), the five-year 
limitations period is imposed, and are recovering $1,000 per violation in liquidated damages [hereinafter Graham 
calculations]. See Insler, supra note 28; 740 ILL. COMP. STAT. 14/20 (2020).  
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Although this is a relatively unexplored issue within the judicial system, 
courts have thus far disagreed with these arguments.176 The Federal District 
Court has responded to both arguments.177 First, in Cothron v. White Castle Sys., 
Inc., the Court explained that collection is a required element for a BIPA viola-
tion.178 It reasoned that “Section 15(b) is violated only where there is both a fail-
ure to provide specific information about collection of biometric data and collec-
tion of that data.”179 The Court further explained that the text of the Statute “does 
not differentiate between the first collection and subsequent collections: for any 
and all collections, consent must be obtained ‘first.’”180 It then said that the text 
of Section 15(d), the disclosure provision of BIPA, requires the same result.181 

Second, the Court agreed that damages under BIPA could be extensive but 
disagreed that this was an absurd result that required an alternative reading of the 
statute.182 In Rosenbach, the Supreme Court noted that the Legislature intended 
to protect biometric information through BIPA by “subjecting private entities 
who fail to follow the statute’s requirements to substantial potential liability, in-
cluding liquidated damages, injunctions, attorney fees, and litigation expenses 
‘for each violation’ of the law.”183 In Cothron, the Court found Rosenbach per-
suasive and  explained that, “where statutory language is clear, it must be given 
effect.”184 It noted that the Supreme Court has required this, even if the conse-
quences are harsh or absurd.185 Thus, the Court concluded that the plaintiff could 
recover “for each violation,” or every scan of her fingerprint that occurred when 
the defendant was noncompliant with BIPA requirements.186 

2. Every Single Scan is a Violation 

The likelier route is that courts will interpret “each violation” to mean that 
each scan of an individuals’ biometric identifier in the absence of consent con-
stitutes an independent violation of BIPA.187 Indeed, both federal and state courts 
in Illinois are already leaning in this direction.188 This was the case in Peatry v. 
Bimbo Bakeries in the Northern District of Illinois.189 

 
 176. See Julie O’Neil & Max Phillip Zidel, A Complete About-Face: Courts Disagree on Harm Require-
ment Under Biometric Privacy Law, MORRISON FOERSTER (Feb. 21, 2019), https://www.mofo.com/resources/in-
sights/190221-bipa-decisions.html [https://perma.cc/WY6S-MGJ8]. 
 177. Cothron, 477 F. Supp. 3d at 732–34. 
 178. Id. at 732. 
 179. Id. 
 180. Id. 
 181. Id. at 733. 
 182. Id.  
 183. Rosenbach v. Six Flags Ent. Corp., 2019 IL 123186, ¶ 36, 129 N.E.3d 1197, 1206–07. 
 184. Cothron, 477 F. Supp. 3d at 733–34. 
 185. Id. (quoting Petersen v. Wallach, 198 Ill. 2d 439, 447 (2002)). 
 186. Id. at 734. 
 187. See Rosenbach, 2019 IL 123186, ¶ 36, 192 N.E.3d at 1206–07. 
 188. See id.; Cothron, 477 F. Supp. 3d at 732–34. 
 189. Peatry v. Bimbo Bakeries U.S., 393 F. Supp. 3d 766 (N.D. Ill. 2019). 
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Peatry was unusual for a BIPA case. The case was removed from state court 
to federal court190—federal jurisdictions are often viewed as more defendant 
friendly in BIPA cases.191 In federal court, in an attempt to remove the case back 
to state court, the plaintiffs argued that the amount in controversy did not meet 
the federal jurisdictional threshold.192 This was an unusual argument for plain-
tiffs to make in a BIPA case, as BIPA plaintiffs often argue for higher damages 
and defendants attempt to limit them.193 The court determined that it was not 
“legally impossible for [the plaintiff] to recover $5,000 per fingerprint scan, . . . 
in light of the undecided interpretation of BIPA’s damages provision.”194 The 
court decided that “such recovery, although uncertain, remain[ed] plausible 
based on [the plaintiff’s] allegations and an expansive reading of BIPA’s dam-
ages provision.”195 The court refused to return the case to state court.196 

Proponents of allowing multiple violations per person draw parallels to the 
Telephone Consumer Protection Act (“TCPA”).197 The TCPA is a federal statute 
designed to protect consumer privacy.198 The TCPA restricts telemarketing com-
munications through calls, texts, and faxes.199 The TCPA’s statutory damages 
have been calculated on a per call or fax basis.200 The Illinois Supreme Court has 
held that the TCPA is remedial, not penal, in nature, and thus not uninsurable.201 
BIPA, likewise, has been treated as remedial in Illinois courts.202 However, the 
TCPA, like BIPA as some would argue, is infamous for its abuse and has faced 
numerous challenges since it was enacted.203 

The main problem with allowing multiple violations per individual is fi-
nancial. Damages can grow exponentially and encumber businesses if available 
for multiple violations per person.204 For each negligent violation of the Act, an 
individual is entitled to $1,000.205 Here, negligence is likely because the statute 

 
 190. Id. at 767. 
 191. See Chris Burt, Biometric Privacy Claims Ruled Sufficient for Federal Court Standing in BIPA Vend-
ing Machine Suit, BIOMETRICUPDATE.COM (May 6, 2020), https://www.biometricupdate.com/202005/biometric-
privacy-claims-ruled-sufficient-for-federal-court-standing-in-bipa-vending-machine-suit [https://perma.cc/S9 
UH-6ERH]. 
 192. Peatry, 393 F. Supp. 3d at 767–68. 
 193. See Allison Grande, Ill. Biometric Ruling a Boon to Plaintiffs, Yet Questions Linger, LAW360 (Jan 25, 
2019, 10:14 PM), https://www.law360.com/articles/1122234/ill-biometric-ruling-a-boon-to-plaintiffs-yet-ques-
tions-linger [https://perma.cc/8MZD-PZYF] (explaining that Rosenbach cleared the way for plaintiffs to seek 
uncapped damages per violation). 
 194. Peatry, 393 F. Supp. 3d at 770 (emphasis in original). 
 195. Id. 
 196. Id. 
 197. Andolina et al., supra note 11, at 3. 
 198. Id. 
 199. 47 U.S.C. § 227. 
 200. Andolina et al., supra note 11, at 3.  
 201. Std. Mut. Ins. Co. v. Lay, 2013 IL 114617, ¶ 30. 
 202. See, e.g., Robertson v. Hostmark Hosp. Grp., Inc., No. 18-CH-5194, 2019 WL 8640568, at *10 (Ill. 
Cir. Ct. July 31, 2019). 
 203. Andolina et al., supra note 11, at 3. 
 204. See Hayes et al., supra note 166.  
 205. 740 ILL. COMP. STAT. 14/20(1) (2020). 
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has been enacted for more than a decade.206 At this point, there is no excuse for 
noncompliance. Further, individuals are entitled to $5,000 per violation if they 
can show the violation was reckless or intentional.207 Added to these costs is the 
availability of attorneys’ fees, litigation costs, and injunctive relief as further 
remedies for BIPA lawsuits.208 

The Illinois Supreme Court is likely to find that damages are available on 
a per violation basis. The Court, in Rosenbach, explained that the Illinois Legis-
lature “intended for this provision to have substantial force” and wanted to pro-
vide the “strongest possible incentive” for compliance with the Act.209 The Court 
implied that it thought the Legislature wanted BIPA to be robust and subject 
“private entities who fail to follow the statute’s requirements to substantial po-
tential liability . . . ‘for each violation’ of the law whether or not actual damages, 
beyond violation of the law’s provisions, can be shown.”210 “Substantial liabil-
ity” implies that the Court would allow damages for multiple violations per per-
son as opposed to limiting them on a per person basis.211 

3. Biometric Privacy Laws in Other States 

Several states have enacted or introduced biometric privacy laws since 
BIPA’s emergence.212 Some of these laws mirror BIPA in some ways, in that 
they offer a private right of action and are meant to convey substantial potential 
liability on violators.213 Some are more restrained than BIPA and restrict liability 
as well as enforcement.214 Others take a middle ground.215 These “new kids on 
the block” offer examples of ways the Illinois Legislature could amend BIPA to 
limit damages to better protect business interests while balancing the important 
need for biometric privacy protection.216 Two are discussed directly below. 

 
 206. See Dmitry Shifrin & Mary B. Tobin, Past, Present and Future: What’s Happening with Illinois’ and 
Other Biometric Privacy Laws, POLSINELLI (May 28, 2021), https://www.polsinelli.com/intelligence/what-is-
happening-with-il-and-other-bipa-laws [https://perma.cc/Y5PS-3QQG] (noting that despite being passed in 
2008, class litigation alleging violations of BIPA have increased significantly in recent years).    
 207. 740 ILL. COMP. STAT. 14/20(2) (2020). 
 208. Id. at 14/20(3)–(4). 
 209. Rosenbach v. Six Flags Ent. Corp., 2019 IL 123186, ¶ 37, 129 N.E.3d 1197, 1207. 
 210. Id. ¶ 36, 129 N.E.3d at 1206–07. 
 211. See id. 
 212. See Prescott, supra note 3.  
 213. See Elizabeth Casale & Luke Sosnicki, New York Assembly Introduces the Biometric Privacy Act, 
JDSUPRA (Mar. 9, 2021), https://www.jdsupra.com/legalnews/new-york-assembly-introduces-the-9006734/ 
[https://perma.cc/FV9H-N4QX]. 
 214. Rosenthal et al., supra note 68.  
 215. See Jeffrey N. Rosenthal, David J. Oberly & Harrison M. Brown, Analyzing the CCPA’s Impact on the 
Biometric Privacy Landscape, LAW.COM (Oct. 14, 2020, 7:00 AM), https://www.law.com/legaltechnews/ 
2020/10/14/analyzing-the-ccpas-impact-on-the-biometric-privacy-landscape/ [https://perma.cc/5H9H-WCVP]. 
 216. See Julie O’Neil & Max Phillip Zidel, A Complete About-Face: Courts Disagree on Harm Require-
ment Under Biometric Privacy Law, Morrison Foerster (Feb. 21, 2019), https://www.mofo.com/resources/in-
sights/190221-bipa-decisions.html [https://perma.cc/9SEP-SWPB]. 
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ii. Texas’s CUBI: Restrained Biometric Protection 

Texas passed its own biometric privacy protection law shortly after BIPA 
was enacted.217 In 2009, the CUBI was enacted into law.218 CUBI places re-
strictions on the collection of biometrics in the commercial realm.219 It is similar 
to BIPA in some ways. It requires informed consent before collection, sets time 
restrictions for retention and destruction, and prohibits companies from selling, 
leasing, or disclosing biometric data unless an exception applies.220 It also con-
tains requirements for the secure storage and disclosure of biometric data.221 
CUBI differs from BIPA in two important ways. First, only the Texas Attorney 
General may enforce the Act.222 Second, violators of CUBI face penalties of up 
to $25,000 per violation.223 

iii. California: The (Surprising) Middle Ground 

California does not have a specific biometric privacy protection law like 
BIPA. Instead, in 2018, the State enacted the California Consumer Privacy Act 
(“CCPA”), which protects consumers’ biometric data under a larger privacy um-
brella.224 Like BIPA, the CCPA requires business entities to disclose information 
about the data they will collect, the purpose for the collection, and plans for dis-
closure to third-parties.225 

In some ways, the CCPA is broader than BIPA in its protection of biomet-
rics. For instance, the CCPA includes in its definition of biometric data more 
types of data than BIPA, such as DNA.226 Further the CCPA allows an individual 
whose biometric or other personal data has been collected to request that the 
business entity delete that information.227 

In other ways, the CCPA is more limited. Like BIPA, the CCPA contains a 
private right of action for consumers.228 This private right of action, however, is 
narrower than BIPA’s.229 Individuals may only bring an action as an individual 
or in a class under the CCPA if their data was compromised in a data breach.230 
Additionally, the entity implicated in the data breach must be found to have 

 
 217. Rosenthal et al., supra note 68. 
 218. Id. 
 219. TEX. BUS. & COM. CODE ANN. § 503.001(b)–(c) (West 2017). 
 220. Id. 
 221. Id. § 503.001(c)(2)–(3). 
 222. Id. § 503.001(d). 
 223. Id. 
 224. Kevin Benedicto, W. Reece Hirsch, Mark Krotoski, Carla Oakley & Gregory Parks, Preparing for the 
CCPA Private Right of Action for Certain Security Incidents – Morgan Lewis Practical Advice on Privacy: Guide 
to the CCPA, JDSUPRA (Jan. 6, 2020), https://www.jdsupra.com/legalnews/preparing-for-the-ccpa-private-right-
of-12835/ [https://perma.cc/9XNQ-FUHC]. 
 225. CAL. CIV. CODE § 1798.100 (West 2020). 
 226. Id. § 1798.140. 
 227. Id. § 1798.105(a). 
 228. Id. § 1798.150. 
 229. Compare id., with 740 ILL. COMP. STAT. 14/20 (2020). 
 230. CAL. CIV. CODE § 1798.150(a) (West 2020).  
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violated its duty to maintain reasonable security measures for the data for an 
individual to bring an action under the private right of action.231 Individuals may 
recover between $100 and $750 in damages per violation through this limited 
private right of action.232 Otherwise, the California Attorney General has the 
power to enforce the CCPA and can hold businesses liable for penalties of $2,500 
per violation or $7,500 per violation if it is intentional.233 

B. What Statute of Limitations Applies? 

The next important legal question that has arisen during the BIPA litigation 
explosion is what statute of limitations should apply to claims under the Act. The 
statute of limitations for claims under BIPA is not enumerated in the statute and 
the question remains unanswered by the Illinois Supreme Court.234 When a lim-
itations period is not enumerated in a statute, a five-year limitations period ap-
plies, unless there is a limitations period that is more applicable.235 To determine 
whether there is a more applicable statute of limitations period, courts in Illinois 
look to “the type of injury at issue, irrespective of the pleader’s designation of 
the nature of the action.”236 Thus, “it is the nature of the plaintiff’s injury rather 
than the nature of the facts from which the claim arises which should determine 
what limitations period should apply.”237 BIPA plaintiffs prefer the five-year 
limitations period, while defendants look to alternative, shorter periods to limit 
liability and financial consequences for violations under the Act.238 

There are four possible options for a time limit to bring BIPA claims. First, 
BIPA claims could be limited to a one-year statute of limitations.239 The Court 
could also choose a two-year period to file claims.240 The likeliest period the 
Court will determine applies to claims under BIPA is a five-year period.241 Fi-
nally, a three-year statute of limitations is also plausible for claims under the 
Act.242 
  

 
 231. Id. 
 232. See id. § 1798.150(a)(1)(A). 
 233. Id. § 1798.155(b). 
 234. Wieber et al., supra note 159.  
 235. 735 ILL. COMP. STAT. 5/13-205 (2020); Travelers Cas. & Sur. Co. v. Bowman, 893 N.E.2d 583, 587 
(Ill. 2008) (citing Armstrong v. Guigler, 673 N.E.2d 290, 292 (Ill. 1996)). 
 236. Armstrong, 673 N.E.2d at 293. 
 237. Mitchell v. White Motor Co., 317 N.E.2d 505, 507 (Ill. 1974).  
 238. See Wieber et al., supra note 159. 
 239. Id. 
 240. Id. 
 241. Id. 
 242. Id. 
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1. One Year 

One possible statute of limitations period for BIPA claims is a one-year 
limit.243 BIPA defendants and their attorneys are most in favor of this period for 
obvious reasons.244 A one-year statute of limitations would limit companies’ li-
ability and severely restrict damages that plaintiffs could be entitled to for BIPA 
violations.245 

Proponents of the one-year statute of limitations period draw parallels be-
tween BIPA and a comparable Illinois statute and point to that statute’s one-year 
period as support that a one-year period should apply to BIPA claims.246 Illinois 
statute provides a one-year statute of limitations period for claims of slander, 
libel, or publication of information violating a right to privacy.247 

Defendants positing that the one-year period should apply argue that BIPA 
violations are ultimately violations of privacy.248 BIPA is concerned with pro-
tecting individuals’ unique, personal biometric information.249 Under the Act, 
dissemination of that information to a third party without the individuals’ consent 
is a violation of the statute.250 BIPA, defendants argue, is a law that protects 
against the invasion of biometric privacy.251 Thus, because traditional invasion 
of privacy claims are subject to one-year statutes of limitations, this period 
should apply to BIPA claims as well.252 

The issue with that argument, plaintiffs contend, is that there is no prereq-
uisite for disclosure of an individual’s biometric information to bring a claim 
under BIPA.253 The comparable Illinois statute, 735 ILCS 5/13-201, provides a 
one-year statute of limitations period for “publication of matter violating the 
right of privacy . . . .”254 BIPA allows for a right of action even if an individual’s 
biometric information was not disclosed to a third party.255 

2. Two Years 

The second possible statute of limitations period for BIPA claims is a two-
year period. BIPA defendants and their attorneys also prefer this period, as it has 
the benefit of limiting defendants’ liability and restricting the amount of damages 
plaintiffs could be entitled to.256 

 
 243. Id. 
 244. Id. 
 245. See id. 
 246. Id.; Insler, supra note 28.  
 247. 735 ILL. COMP. STAT. 5/13-201 (2020). 
 248. See Insler, supra note 28; see also Stauffer v. Innovative Heights Fairview Heights, LLC, 480 F. Supp. 
3d 888, 904 (S.D. Ill. 2020). 
 249. 740 ILL. COMP. STAT. 14/5(g) (2020). 
 250. Id. at 14/15(d). 
 251. See Insler, supra note 28.  
 252. Id. 
 253. Wieber et al., supra note 159; see 740 ILL. COMP. STAT. 14/20 (2020). 
 254. 735 ILL. COMP. STAT. 5/13-201 (2020) (emphasis added). 
 255. Wieber et al., supra note 159.  
 256. See id. 



GRAHAM.DOCX (DO NOT DELETE) 4/3/22  12:34 PM 

No. 2] BURDENED BY BIPA 951 

Those in favor of a two-year statute of limitations period draw parallels 
between BIPA and another Illinois statute with a two-year limitations period.257 
They argue that because the two statutes are similar, the two-year period should 
apply to BIPA claims.258 The Illinois statute provides a two-year limitations pe-
riod for personal injury claims or “for a statutory penalty.”259 

Defendants arguing for a two-year limitations period argue that BIPA pro-
vides statutory penalties for violations of the Act and is penal in nature.260 They 
argue that almost all BIPA actions only request statutory damages as opposed to 
actual damages.261 Additionally, because the statute is penal and not remedial in 
nature, it is not excluded from Section 13-202.262 Thus, defendants argue that 
BIPA claims should be subject to the two-year statute of limitations period in 
Section 13-202.263 

First, plaintiffs argue that the two-year limitations period is not applicable 
because BIPA allows plaintiffs to plead actual damages, not only statutory dam-
ages.264 Thus, because BIPA does not only provide statutory damages, but allows 
plaintiffs to plead actual damages if they exceed the statutory penalty, the two-
year period is not applicable.265 

Second, plaintiffs argue that BIPA is a remedial statute, and thus excluded 
from Section 13-202.266 A statute is penal “if it (1) imposes automatic liability 
for a violation of its terms; (2) sets forth a predetermined amount of damages; 
and (3) imposes damages without regard to the actual damages suffered by the 
plaintiff.”267 Conversely, remedial statutes “grant remedies for the protection of 
rights, introduce regulation conducive to the public good, or cure public evils.”268 
Additionally, remedial statutes can impose statutory penalties as “one part of the 
regulatory scheme, intended as a supplemental aid to enforcement rather than as 
a punitive measure” without qualifying as a penal statute.269 

Plaintiffs argue, and courts have thus far tended to agree, that BIPA is not 
a penal statute.270 Although BIPA provides for liquidated damages as penalties 
for violations of the Act, it also allows for the recovery of actual damages.271 
Thus, it does not necessarily impose a predetermined amount for damages, nor 
does it impose “damages without regard to the actual damages suffered by the 
plaintiff.”272 

 
 257. Id. 
 258. Id. 
 259. 735 ILL. COMP. STAT. 5/13-202 (2020). 
 260. See, e.g., Meegan v. NFI Indus., Inc., No. 20 C 465, 2020 WL 3000281, at *4 (N.D. Ill. June 4, 2020). 
 261. See id.; see also Weiber et al., supra note 159. 
 262. See Meegan, 2020 WL 3000281, at *4. 
 263. Id. 
 264. See, e.g., id. 
 265. Id. 
 266. See, e.g., id. 
 267. Standard Mut. Ins. v. Lay, 2013 IL 114617, ¶ 30, 989 N.E.2d. 591, 599. 
 268. Id. at ¶ 31 (quoting Scott v. Ass’n for Childbirth at Home, Int’l, 430 N.E.2d 1012 (Ill. 1981)). 
 269. Scott, 430 N.E.2d at 1017.  
 270. See, e.g., Meegan, 2020 WL 3000281, at *4. 
 271. Id.; 740 ILL. COMP. STAT. 14/20 (2020). 
 272. 740 ILL. COMP. STAT. 14/20; Standard Mut. Ins. Co., 2013 Il 114617, ¶ 30, 989 N.E.2d at 599. 
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Moreover, the legislative intent behind BIPA tends to show that it is reme-
dial rather than penal.273 BIPA protects personal biometric privacy and regulates 
the use of individuals’ biometric information.274 The legislature wished to serve 
the public’s welfare, security, and safety “by regulating the collection, use, safe-
guarding, handling, storage, retention, and destruction of biometric identifiers 
and information.”275 Opponents of the two-year limitation period argue that 
BIPA is remedial because it allows for remedies for the protection of individual 
rights and attempts to protect the public good through a regulatory scheme that 
aids enforcement of the statute.276 

3. Five Years (The Catchall Limitations Period) 

The third and final limitations period that courts consider for BIPA claims 
is a five-year period.277 Plaintiffs prefer this limitations period as it allows for 
the greatest recovery of damages.278 It also allows for larger classes of plaintiffs, 
as a noncompliant company or employer would tend to affect a larger group of 
potential plaintiffs over five years, compared to one or two years.  

Plaintiffs argue that the five-year statute of limitations is applicable to 
BIPA claims because of Illinois’ five-year catchall period.279 Illinois statute pro-
vides that this catchall statute of limitations period applies in “all civil actions 
not otherwise provided for.”280 

Plaintiffs contend that the five-year statute of limitations period is best for 
BIPA claims.281 First, plaintiffs say that the five-year period is appropriate be-
cause the one- and two-year statute of limitations periods are not applicable.282 
Second, the Illinois Legislature would have limited the statute of limitations pe-
riod if they had so desired when enacting BIPA. Third, plaintiffs say that Illinois 
courts have applied the five-year period to other statutes lacking an enumerated 
limitations period and thus, the five-year period should be applied to BIPA 
claims.283 

Illinois courts thus far have agreed with plaintiffs that the five-year limita-
tion period applies to BIPA claims.284 Courts that have ruled on the issue have 
agreed with plaintiffs that the one- and two-year limitations periods are inappro-
priate for BIPA claims.285 Thus, because those limitations periods do not apply, 

 
 273. See 740 ILL. COMP. STAT. 14/5 (2020). 
 274. See id. 
 275. Id. at 14/5(g). 
 276. See, e.g., Meegan v. NFI Indus., Inc., No. 20 C 465, 2020 WL 3000281, at *4 (N.D. Ill. June 4, 2020). 
 277. See Wieber et al., supra note 159 (“The five year limitations period applies where no other period is 
applicable.”). 
 278. See id. 
 279. See Olthoff, supra note 21. 
 280. 735 ILL. COMP. STAT. 5/13-205 (2020). 
 281. See Olthoff, supra note 21. 
 282. See, e.g., Heard v. THC – N. Shore, Inc., No. 17-CH-16918, 2019 WL 7249203, at *4, *7 (Ill. Cir. Ct. 
Dec. 12, 2019). 
 283. Id. at *4. 
 284. Id. at *4 n.3 
 285. See, e.g., id. at *9. 
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courts have said that the default five-year limitations period is the correct statute 
of limitations for BIPA claims.286 As one Circuit Court case said, “Because Sec-
tion 14/20 [of BIPA] does not contain a limiting provision and neither Section 
13-201 nor Section 13-202 applies, the court finds that Section 13-205 [the 
catchall period] provides the applicable statute of limitation for Section 14/20 [of 
BIPA].”287 

Federal courts have also agreed that the five-year limitations period applies 
to BIPA claims.288 In one case, the District Court found persuasive the fact that 
state trial courts have “held that the five-year statute of limitations applies to 
BIPA claims.”289 Another determined that “BIPA’s provision for actual damages 
and the regulatory intent of its enactment show that it is a remedial statute not 
within the scope of the two-year statute of limitation imposed by section 13-
202.”290 Thus, the court agreed with the state trial courts that the five-year 
catchall statute of limitations applied to BIPA claims.291 

The Illinois Appellate Court is set to determine what statute of limitations 
period applies to BIPA claims at some point in 2021.292 Those on the defense 
side of BIPA actions hope that the Court will endorse a one- or two-year limita-
tions period.293 Plaintiffs bringing BIPA claims hope that the Appellate Court 
will affirm the lower courts and determine that the five-year limitations period 
applies to BIPA actions.294 The Appellate Court, however, will not have the last 
word on the issue, as it will likely make its way to the Illinois Supreme Court for 
a final decision.295 

4. Three Years (CFA Period) 

There is another path available in determining the statute of limitations pe-
riod for BIPA actions. A three-year limitations period could apply to BIPA 
claims.296 The three-year limitations period option is modeled on Illinois’ Con-
sumer Fraud and Deceptive Business Practices Act (“CFA”).297 The CFA is Illi-
nois’ main consumer protection statute.298 It has a three-year statute of limita-
tions period for CFA violations.299 

 
 286. Id. 
 287. Robertson v. Hostmark Hosp. Grp., Inc., No. 18-CH-5194, 2019 WL 8640568, at *4 (Ill. Cir. Ct. July 
31, 2019). 
 288. See, e.g., Stauffer v. Innovative Heights Fairview Heights, LLC, 480 F. Supp. 3d 888, 904–05 (S.D. 
Ill. 2020). 
 289. Id. 
 290. Meegan v. NFI Indus., Inc., No. 20-C-465, 2020 WL 3000281, at *4 (N.D. Ill. 2020). 
 291. Id. 
 292. Insler, supra note 28. 
 293. See id. 
 294. See id. 
 295. Id. 
 296. Wieber et al., supra note 159. 
 297. 815 ILL. COMP. STAT. 505/10a(e) (2020). 
 298. Wieber et al., supra note 159. 
 299. 815 ILL. COMP. STAT. 505/10a(e). 
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The CFA is a consumer protection statute that also protects some privacy 
rights.300 There are dozens of statutes enumerated within the CFA and a violation 
of any of them constitutes a violation of the CFA.301 There are a few state privacy 
laws that are enumerated within the CFA. These include the Personal Infor-
mation Protection Act and the Student Online Personal Protection Act.302 A vi-
olation of either would constitute a violation of the CFA and be subject to a three-
year statute of limitations period.303 Because both BIPA and the CFA are de-
signed to protect Illinoisans’ privacy rights,304 a three-year statute of limitations 
period could be a natural fit for BIPA violations.  

There are differences between the two Acts, however, that might make the 
argument for a three-year statute of limitations period tenuous. First, unlike 
BIPA, the CFA allows for only a limited private right of action.305 Under the 
CFA, an individual must have suffered “actual damage as a result of a violation” 
of the Act.306 There is no such requirement under BIPA.307 Second, BIPA is not 
enumerated within the CFA and therefore, a violation of BIPA does not consti-
tute a violation of the CFA.308 The only link between the two Acts is that the 
purpose of both is to protect individual privacy rights.  

Differences aside, the link between the two statutes has already been made 
by the Illinois Legislature. In 2019, a state senator introduced a bill to amend 
BIPA.309 The main aim of the bill was to eliminate BIPA’s private right of action, 
thus stemming the tide of ongoing BIPA litigation.310 In part, the amendment 
provided that a “violation that results from the collection of biometric infor-
mation by an employer for employment, human resources, fraud prevention, or 
security purposes is subject to the enforcement authority of the Department of 
Labor.”311 It further provided that a “violation of the Act constitutes a violation 
of the Consumer Fraud and Deceptive Business Practices Act” and that the Of-
fice of the Attorney General or State’s Attorney’s Office would have enforce-
ment authority.312 Additionally, the amendment would have added BIPA to the 
list of Acts within the CFA, thus making a violation of BIPA a violation of the 
CFA.313 The amendment was never enacted.314 

 
 300. Wieber et al., supra note 159. 
 301. 815 ILL. COMP. STAT. 505/2Z. 
 302. Id. 
 303. 815 ILL. COMP. STAT. 505/10a(e). 
 304. Wieber et al., supra note 159. 
 305. See 815 ILL. COMP. STAT 505/10(a). 
 306. Id. 
 307. See 740 ILL. COMP. STAT. 14/20 (2020).  
 308. See 815 ILL. COMP. STAT. 505/2Z. 
 309. S.B. 2134, 101st Gen. Assemb., Reg. Sess. (Ill. 2019). 
 310. See id. 
 311. Id. 
 312. Id. 
 313. Id. 
 314. Bill Status of SB2134, 101st General Assembly, ILL. GEN. ASSEMBLY, https://www.ilga.gov/legisla-
tion/BillStatus.asp?DocNum=2134&GAID=15&DocTypeID=SB&LegId=120309&SessionID=108&GA=101 
(last visited Jan. 25, 2022) [https://perma.cc/P5RS-AMYM]. 
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Additionally, the state of Washington has linked its own biometric privacy 
act with its Consumer Protection Act.315 Under Washington’s statute, an entity 
may not “enroll” an individual’s biometric data without first obtaining informed, 
written consent.316 The statute also contains security and retention require-
ments.317 The statute does not provide a private right of action.318 Instead, the 
statute “may be enforced solely by the attorney general under the consumer pro-
tection act.”319 The State of Washington views biometric privacy as a consumer 
protection issue and therefore provides for the protection of such data under its 
own consumer protection law.320 

C. BIPA Moving Forward 

Unless there are legislative changes made to BIPA, courts will likely con-
tinue to interpret every aspect of it broadly. This will continue to have significant 
costs on parties to BIPA suits, as well as the judicial system as a whole.  

For damages, courts are likely to interpret “each violation” on a “per scan” 
basis, as opposed to a one violation per person basis. This is because the Illinois 
Supreme Court has already said that the Illinois Legislature intended the Act “to 
have substantial force” and wanted to provide the “strongest possible incentive” 
for compliance with the Act.321 Additionally, the Court has reasoned that com-
pliance with BIPA “should not be difficult” and the costs of compliance “are 
likely to be insignificant compared to the substantial and irreversible harm that 
could result if biometric identifiers and information are not properly safe-
guarded.”322 Thus, the Court has already implied that it intends to interpret BIPA 
liberally. 

As to the statute of limitations, the same reasoning applies. Had the Illinois 
Legislature intended to limit the limitations period, it could have included a 
shorter period when it enacted the law. Because the Legislature did not do this, 
Illinois Courts are likely to continue subjecting BIPA claims to the catchall five-
year limitations period. In Rosenbach, the Supreme Court explained that the Leg-
islature intended to subject “private entities who fail to follow the statute’s re-
quirements to substantial potential liability.”323 It follows that the five-year lim-
itations period applies because limiting the statute of limitations period for BIPA 
claims would limit the potential liability that private entities face. A recommen-
dation for Illinois courts deciding these two issues, as well as legislative solutions 
are explored below. 

 
 315. Laura Caisman, Amy de La Lama & Melissa R. Whigham, U.S. Biometric Laws & Pending Legislation 
Tracker, JDSUPRA (May 13, 2021), https://www.jdsupra.com/legalnews/u-s-biometric-laws-pending-legislation-
5729436/ [https://perma.cc/P5VN-U3DL]. 
 316. WASH. REV. CODE § 19.375.020(1) (2020). 
 317. Id. § 19.375.020(4). 
 318. See id. § 19.375.030(2). 
 319. Id. 
 320. See id. § 19.375.020(1). 
 321. Rosenbach v. Six Flags Ent. Corp., 2019 IL 123186, ¶ 36–37, 129 N.E.3d 1197, 1206–07. 
 322. Id. 
 323. Id. ¶ 36, 129 N.E3d at 1206–07. 
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IV. RECOMMENDATION 

Unless and until the Illinois Legislature amends BIPA to clarify what “each 
violation” entails and which statute of limitations applies, courts should interpret 
BIPA broadly. That means that courts deciding the issue should determine that 
statutory damages are available for every violation of BIPA, e.g., every finger-
print scan to “clock in” for work. Further, courts should determine that the statute 
of limitations for BIPA claims is five years. 

The Illinois Legislature, however, should amend the Act to clarify these 
issues and limit liability in a way that still protects an individual’s right to pri-
vacy. The Legislature should amend the Act to limit damages by restricting the 
private right of action to violations of the disclosure section of BIPA. All other 
violations should be enforceable by the Illinois Attorney General. Additionally, 
the legislature should amend the Act to incorporate a three-year statute of limi-
tations. 

A. “Each Violation” of BIPA 

As it stands, BIPA should be interpreted to allow for damages on a per 
violation basis as opposed to one violation per person. This means that an em-
ployee is entitled to damages every time they scan their fingerprint to clock in 
and out for work and their employer is not in compliance with BIPA. The Illinois 
Legislature, according to the Illinois Supreme Court, intended for the Act to have 
“substantial force” and provide the “strongest possible incentive” for compli-
ance.324 That substantial force and incentive is damages which can grow expo-
nentially when businesses fail to comply despite the low cost of compliance.325 
Additionally, courts have expressed skepticism regarding the argument that in-
terpreting the statute allows for an absurd result: crippling damages.326 In 
Cothron Court noted that the issue would likely be headed for the Appellate and 
Supreme Courts and thus, the defendant would “have ample opportunity to ex-
plain why it is absurd to suppose that the legislature sought to impose harsh sanc-
tions on Illinois businesses that ignored the requirements of BIPA for more than 
a decade.”327 

Further, the text of the statute as it stands requires that damages be calcu-
lated this way.328 Section 20 of BIPA allows for recovery “for each violation.”329 
A violation does not mean a failure to obtain informed consent. Rather, collection 
or disclosure is a required element for a BIPA violation, depending on the pro-
vision of the statute, and the statute is not violated unless collection of biometric 
data occurs.330 It follows that each collection or disclosure by a private entity 

 
 324. Id. 
 325. Id. 
 326. Id. 
 327. 477 F. Supp. 3d 723, 734 (N.D. Ill. 2020). 
 328. 740 ILL. COMP. STAT. 14/20 (2020). 
 329. Id. 
 330. See 740 ILL. COMP. STAT. 14/15(b), (d) (2020). 
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without having obtained informed written consent constitutes an independent vi-
olation of BIPA.  

Moreover, courts are bound by unambiguous statutory language and have 
made clear that it is the Legislature’s job to modify the statute to limit dam-
ages.331 In Cothron, the Court explained that it was “bound by the clear text of 
the statute.”332 It noted that “[i]f the Illinois [L]egislature agrees that this reading 
of BIPA is absurd, it is of course free to modify the statute to make its intention 
pellucid.”333 

This is exactly what the Illinois Legislature should do: amend the Act to 
limit damages by restricting the private right of action to Section 15(d) of BIPA, 
the disclosure section of the Act.334 This would balance the important need for 
biometric privacy protection with the protection of businesses. It would also en-
courage businesses to adopt technology that collects or uses biometric data.335 
Wariness surrounding the high cost of litigation involving BIPA claims may in-
hibit adoption of the technology.336 

Section 15(d) of BIPA prohibits the disclosure or dissemination of bio-
metric identifiers unless an individual consents to such disclosure or dissemina-
tion.337 Disclosure or dissemination of biometric information without prior con-
sent is the most serious biometric privacy violation.338 It compromises an 
individual’s biometric information and makes such data more vulnerable to hack-
ing.339 Since biometric identifiers are irreplaceable, once compromised or stolen, 
they are lost for good or, at least, no longer secure.340 Such a violation should 
have the most stringent protection.  

This change would align with the Legislature’s purpose for enacting the 
Act in the first place. The Illinois Legislature enacted BIPA to protect biometrics 
from being compromised because “once compromised, the individual has no re-
course, is at a heightened risk for identity theft, and is likely to withdraw from 
biometric-facilitated transactions.”341 The Legislature intended to encourage the 
use of biometric technology by both consumers and businesses through more 

 
 331. Mich. Ave. Nat’l Bank v. Cnty. of Cook, 732 N.E.2d 528, 535 (Ill. 2000). 
 332. 477 F. Supp. 3d at 734.  
 333. Id. 
 334. See 740 ILL. COMP. STAT. 14/15(d) (2020). 
 335. Baylson et al., Rosenbach v. Six Flags – Illinois Supreme Court Takes Expansive View of Statutory 
Standing Under the Biometric Information Privacy Act, JDSUPRA (Jan. 29, 2019), https://www.jdsupra.com/le-
galnews/rosenbach-v-six-flags-illinois-supreme-86315/ [https://perma.cc/HR6E-LAPS]. 
 336. Id. (“Until the judiciary or the legislature brings some balance and consistency to the ongoing wave of 
putative class actions under the BIPA, companies will want to consider whether biometrics-related programs 
make economic sense in Illinois . . . .”). 
 337. 740 ILL. COMP. STAT. 14/15(d) (2020). 
 338. See, e.g., Hayes et al., supra note 166 (noting that BIPA is the “most stringent privacy law in the 
country providing claimants with a private right of action without alleging actual injury.”).  
 339. See, e.g., Synopsys Cybersecurity Research Center, CyRC Vulnerability Advisory: CVE-2020-7958 
Biometric Data Disclosure Vulnerability in OnePlus 7 Pro Android Phone, SEC. BOULEVARD (Apr. 14, 2020), 
https://securityboulevard.com/2020/04/cyrc-vulnerability-advisory-cve-2020-7958-biometric-data-disclosure-
vulnerability-in-oneplus-7-pro-android-phone/ [https://perma.cc/5CZT-YBND]. 
 340. See Glaser, supra note 41. 
 341. 740 ILL. COMP. STAT. 14/5(c) (2020). 
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stringent protection of such data.342 Though the Act provides requirements for 
the collection and storage of biometrics, the Legislature’s main goal was to pro-
tect against compromised biometric data and identity theft, which occurs through 
the disclosure or dissemination of data.343 

The Illinois Legislature can look to California’s biometric privacy protec-
tion law as a model for a more limited private right of action. The CCPA protects 
biometric privacy rights under a broad consumer privacy umbrella.344 It provides 
a private right of action when an individual’s “nonencrypted and nonredacted 
personal information . . . is subject to an unauthorized access and exfiltration, 
theft, or disclosure as a result of the business’s violation of the duty to implement 
and maintain reasonable security procedures and practices . . . .”345 Otherwise, 
the Attorney General enforces the CCPA.346 

This change would retain BIPA’s might in protecting biometric privacy 
while limiting liability for businesses. Businesses would still face significant li-
ability for their role in any disclosure or dissemination of biometric data without 
individuals’ consent.347 Those whose data was disseminated or disclosed would 
be able to bring suit individually or as a class for statutory or actual damages, 
whichever is greater. This change, however, would not subject businesses who 
collect biometric data to hundreds of millions of dollars in potential damages.348 
Such a decrease in liability might encourage more businesses to incorporate the 
use of biometrics, further aligning with the Legislature’s original purpose of en-
couraging the use of such data.349 

B. Statute of Limitations 

Courts deciding the issue of which statute of limitations period applies to 
BIPA claims should determine that the five-year period applies. The first wave 
of BIPA litigation began in 2015 and the Act has been law for more than a dec-
ade.350 Thus, companies have had enough time to learn the requirements of the 
law and adapt their practices to come into compliance. Furthermore, the cost of 
compliance is low compared with the potential cost to consumers when their bi-
ometric privacy rights are violated.351 Since there is no enumerated statute of 

 
 342. See id. at 14/5. 
 343. See id. 
 344. Benedicto et al. , supra note 224. 
 345. CAL. CIV. CODE § 1798.150(a) (West 2020). 
 346. Id. § 1798.155(b). 
 347. $1,000 for negligent violations; $5,000 for reckless or intentional violations; or actual damages per 
violation, whichever is greater. 740 ILL. COMP. STAT. 14/20 (2020). 
 348. See Graham calculations, supra note 175; see also Cheung et al., supra note 140. 
 349. See 740 ILL. COMP. STAT. 14/5 (2020). 
 350. See Carley D. Andrews, Corey Bieber, Molly K. McGinley, Carl E. Volz & Julia B. Jacobson, Litiga-
tion Under Illinois Biometric Information Privacy Act Highlights Data Risks, K&L GATES (Nov. 7, 2017), 
https://www.klgates.com/Litigation-Under-Illinois-Biometric-Information-Privacy-Act-Highlights-Biometric-
Data-Risks-11-07-2017 [https://perma.cc/8M9D-6CRT].  
 351. See Rosenbach v. Six Flags Ent. Corp., 2019 IL 123186, ¶ 37, 129 N.E.3d 1197, 1207 (“[W]hatever 
expenses a business might incur to meet the law’s requirements are likely to be insignificant compared to the 
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limitations period within BIPA, such claims should fall into Illinois’ catchall 
statute of limitations period, which is five years.352 

The Illinois Legislature should amend BIPA to incorporate a three-year 
statute of limitations period, similar to the period under the CFA.353 The CFA is 
a similar law, as it protects Illinois individuals’ privacy.354 As such, the statute 
of limitations period under BIPA should correspond with the period under the 
CFA. Alternatively, a violation of BIPA could be added to the CFA, which would 
allow individuals to sue for biometric privacy violations under the three-year 
statute of limitations period within the CFA.355 

The similarities between BIPA and the CFA make a three-year statute of 
limitations period a natural fit for BIPA violations. The CFA already protects 
some privacy rights through its inclusion of the Personal Information Protection 
Act and the Student Online Personal Protection Act under the Act.356 Further, 
the link between the two statutes has already been made by members of the Illi-
nois Legislature. In 2019, a state senator introduced a bill to amend BIPA which 
incorporated BIPA into the CFA.357 Though the bill was never passed, the con-
nection between the two laws has been made by the Legislature.358 Thus, a three-
year statute of limitations period for BIPA violations is a logical path. 

Additionally, another state has also connected its biometric privacy legis-
lation with its consumer protection law.359 Washington passed its own biometric 
privacy protection legislation in 2017.360 A violation of Washington’s law is en-
forceable under its consumer protection act.361 As the CFA is Illinois’ primary 
consumer protection act,362 it is logical to link the CFA with BIPA. Thus, the 
CFA should be the marker for what BIPA’s statute of limitations period should 
be, which is three years. 

A three-year statute of limitations period balances the intent of the Legis-
lature with economic concerns. The Legislature intended for the statute to have 
substantial force in protecting biometric privacy.363 A three-year limitations pe-
riod leaves the statute with substantial force.364 Individuals who have had their 
biometric privacy rights violated would still be able to bring substantial claims 

 
substantial and irreversible harm that could result if biometric identifiers and information are not properly safe-
guarded . . . .”). 
 352. See 735 ILL. COMP. STAT. 5/13-205 (2020). 
 353. See 815 ILL. COMP. STAT. 505/10a(e) (2020); Wieber et al., supra note 159. 
 354. Wieber et al., supra note 159. 
 355. See id.; 815 ILL. COMP. STAT. 505/2z (2020). 
 356. 815 ILL. COMP. STAT. 505/2Z. 
 357. S.B. 2134, 101st Gen. Assemb., Reg. Sess. (Ill. 2019). 
 358. See id.; Bill Status of SB2134, 101st General Assembly, ILL. GEN. ASSEMBLY, https://www. 
ilga.gov/legislation/BillStatus.asp?DocNum=2134&GAID=15&DocTypeID=SB&LegId=120309&SessionID= 
108&GA=101 (last visited Jan. 25, 2022) [https://perma.cc/5CZT-YBND]. 
 359. See Prescott, supra note 3. 
 360. Id. 
 361. WASH. REV. CODE § 19.375.030 (2020). 
 362. See Wieber et al., supra note 159. 
 363. Rosenbach v. Six Flags Ent. Corp., 2019 IL 123186, ¶ 36–37, 129 N.E.3d 1197, 1206–07; see 740 ILL. 
COMP. STAT. 14/5 (2020); 
 364. Rosenbach, 2019 IL 123186, ¶ 36–37, 129 N.E.3d at 1206–07. 
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for violations over three years.365 The difference, however, between possible 
damages for three versus five years is stark: an approximately $150 million dol-
lars difference for an employer with fifty employees.366 Limiting the statute of 
limitations period would save businesses from immeasurable, burdensome dam-
ages while still providing strong protection for individuals’ biometric privacy.367 

V. CONCLUSION 

BIPA was enacted with a noble and important purpose: to protect the bio-
metric privacy rights of Illinois citizens.368 As the use and collection of biomet-
rics expands and the technology rapidly advances, it is important to have robust 
protections in place for biometric data. Biometrics cannot be altered; once stolen 
or compromised, they remain lost or vulnerable forever.369 In Illinois, however, 
protection of this data has come at a high economic cost for businesses and em-
ployers.370 The low bar for alleging an injury under BIPA has attracted large 
classes of plaintiffs and attorneys alike who view BIPA as an easy target for large 
settlements and damages.371 Additionally, the uncertainty wrought by the unan-
swered legal questions that have arisen in BIPA litigation add additional costs 
for businesses and BIPA plaintiffs alike. 

Moving forward, courts should continue to interpret BIPA broadly. Both 
the statute and the Supreme Court in Rosenbach were clear: BIPA was meant to 
have substantial force and provide the “strongest possible incentive” for compli-
ance.372 This means that Illinois courts should determine that damages for BIPA 
violations should be determined on a “per scan” basis, rather than a “per person” 
basis. Additionally, Illinois courts should apply the five-year “catchall” statute 
of limitations period to BIPA claims. This is because no statute of limitations 
period included in the Act, and Illinois statute provides that a five-year limita-
tions period applies to civil actions where no other period is applicable.373 As the 

 
 365. $1,000 for negligent violations; $5,000 for reckless or intentional violations; or actual damages per 
violation, whichever is greater. 740 ILL. COMP. STAT. 14/20 (2020). 
 366. For example, if the employees work fifty weeks a year, five days a week, scan their finger four times 
per day (clocking in for work, clocking out and in for lunch, and clocking out at the end of the day), the five-year 
limitations period is imposed, and are recovering $1,000 per violation in liquidated damages, the damages liabil-
ity for this employer would be $250 million. The damages liability for a three-year statute of limitations period 
would be $150 million. See id. 
 367. See discussion supra Section IV(A)–(B).  
 368. See 740 ILL. COMP. STAT. 14/5(g) (2020). 
 369. Chaminda Hewage, Stolen Fingerprints Could Spell the End of Biometric Security – Here’s How to 
Save It, CONVERSATION (Aug. 20, 2019, 8:06 AM), https://theconversation.com/stolen-fingerprints-could-spell-
the-end-of-biometric-security-heres-how-to-save-it-122001 [https://perma.cc/HKU4-A4JC]. 
 370. See Ahlering et al., supra note 34. 
 371. See id. 
 372. 740 ILL. COMP. STAT. 14/20 (2020); Rosenbach v. Six Flags Ent. Corp., 2019 IL 123186, ¶ 36–37, 129 
N.E.3d 1197, 1206–07. 
 373. Insler, supra note 28; 735 ILL. COMP. STAT 5/13-205 (2020). 
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nature of the injury for BIPA claims does not fit within the one- or two-year 
statute of limitations periods, the five-year period applies.374 

The Illinois Legislature should amend BIPA to balance individuals’ bio-
metric privacy interests with business and economic interests. First, the Legisla-
ture should amend the Act to restrict the private right of action to violations of 
Section 15(d) which prohibits disclosure of an individuals’ biometric data with-
out consent. This would balance the important need for biometric privacy pro-
tection with the protection of businesses. It also might encourage businesses to 
adopt biometric technology, as the high cost of litigation and liability might cur-
rently discourage this. Second, the Legislature should amend the Act to include 
a three-year statute of limitations period, similar to the limitations period within 
the CFA. This would limit liability for businesses further, as a shorter limitations 
period would entail fewer violations of the statute, smaller class sizes for class 
actions, and decreased damages that private entities would be liable for. Without 
these changes, the status quo in Illinois is likely to remain the same, and private 
businesses will continue to be subject to tremendous liability under BIPA. 

 
 374. See, e.g., Robertson v. Hostmark Hosp. Grp., No. 18-CH-5194, 2019 WL 8640568, at *8–10 (Ill. Cir. 
Ct. July 31, 2019) (explaining why the one- and two-year statute of limitations period do not apply to BIPA 
claims). 


